NHO®OPMALIMOHHASA TAMATKA

C KaXIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IC, a IIKOJIbHUKKW OJHHU U3
caMbIX aKTHBHBIX IMOJb30BaTenel Pynera. Mexay TeMm, MOMHMO OIpPOMHOTO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MMOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX MPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISIETCS CIHOCOOHOCTHh K PasMHOXKEHHIO. B jomonHeHHe K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
MOJKOHTPOJIbHBIE TOJIH30BATEN0, OT UIMEHU KOTOPOTo OblIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)KE€ YHUYTOXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1esoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl U€pPE3 UHTEPHET.

MeToapl 3alIUTHI OT BPCOAOHOCHBIX ITpOTIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHUCTEMbI, UMEIOIIHNE CEPbE3HBIN ypPOBEHBb
3alIUThI OT BPEJAOHOCHBIX MTPOTPAMM;

2. TloctossHHO ycTaHaBiMBai madtd (IUQPOBBIC 3aIUIATKH, KOTOPHIC ABTOMATHYECKU
YCTAHABJIIMBAIOTCS C IENBI0  JOpabOTKM MpOrpaMMbl) M JIPYIrHEe OOHOBJICHUS CBOCHU
orepanmoHHol cucrembl. CkauuBail X TOJNBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKHM aBTOMAaTHYECKOTO OOHOBJICHUS, BKIIIOYH €T0;

3. Pabotaii Ha cBOEM KOMIIBIOTEpE IMOJ MpaBaMH IOJIb30BATEIS, & HE aJIMHHUCTPATOpA.
DTO HE IMO3BOJIUT 6OJ'II)HH/IHCTBy BPCAOHOCHBIX IIpOTrpaMM HHCTAJIMPOBATBCA Ha TBOEM
MIEPCOHATIBHOM KOMITBIOTEDPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTpaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub PU3NYECKUI TOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Vcnonb3yli BHEIIHWE HOCUTENU MH(GOpMaLUHU, Takue Kak (remka, AMCK WK Qailn us3
MHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (Daiiiibl, MONTyUYE€HHbIE U3 HEHAISKHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOPbIE MPUCIAT TBOW 3HAKOMBIN. Jlyullle yTouHM y HEro, OTIPaBJIsI U OH TeOe uX.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Huaepnanjackas kommnanus 3apeructpupoBasia Opern "WECA", yto o0o3Hauano
cinoBocodetanue "Wireless Fidelity", koTopslii mepeBoaUTCS Kak "GecrpoBOIHas TOYHOCTH'".

Jlo Hamiero BpeMeHM Jolula Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHosorueit. to abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nmepeBojie 03HauaeT "BbICOKast TOYHOCTH".

Jla, OecraTHBIA MHTEPHET-IOCTYH B Kade, OTENsAX U a’pomnopTax SBISIETCS OTIUYHON
BO3MOXXHOCTBIO BBIXOJIa B MUHTEpHET. HO MHOTHE SKCTEepPThl CUMUTAIOT, YTO OOIIeI0CTynHbIe Wi-
Fi cetn He saBisroTcst O€30MaCHBIMU.



CoBeTblI 110 6€30MmacHOCTH paboTHI B 00 0CTYTHBIX ceTsx Wi-fi:

1. He mepenaBaii cBoro JuMuyHyH HHpopManuio dYepe3 odOmenoctynuele Wi-Fi cern.
Paboras B HUX, )KeNaTeIbHO HE BBOJAUTH MAPOJIH JOCTYIA, IOTUHBI U KAKHUE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MporpaMMbl U OpaHaMayep. Tem caMbIM ThbI
o0e3omacuiib cedsi OT 3aKaYyKH BUpYyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnons3oBannu Wi-Fi otkmioun ¢yskmuro "OOmmii goctyn Kk daitmam u
npuntepam". JlaHHas (yHKIMS 3aKpbITa MO yYMOJIYaHUIO, OJJHAKO HEKOTOpBIE MOJIb30BATEIN
aKTHBHPYIOT €€ JUIsl yA00CTBa NCIIOJIB30BaHUs B paboTe Wi y4eoe;

4. He ucnone3yii myonuunbiii WI-FI mis mepemaun nUYHBIX JAQHHBIX, HApUMep s
BBIXO/1a B COLIMAJIBHBIE CETU WIX B JJIEKTPOHHYIO I10UTY;

5. Ucnonw3yil Tonpko 3amuineHHoe coenuHenue yepe3 HTTPS, a ne HTTP, t.e. mpu
Habope BeO-aapeca BBoaM MMeHHO "https:/";

6. B MobunsHoM Tenedone otkimroun ¢pynkuuo "llogkmouenue k Wi-Fi aBTomatuyecku".
He nomyckaif aBTOMaTH4eCKOro MOJIKIIOUEHUS yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormacus.

ConuajbHBIE CeTH

CornuanbHble CETH aKTUBHO BXOJAT B HaIlly >KW3Hb, MHOTHE JIOAU PaOOTAIOT U KUBYT TaM
nocTossHHO, a B Facebook yxke 3apeructpupoBaH MWILTHAp] YEIIOBEK, YTO SIBISIETCS OIHOM
CelIbMOM BCEX KHUTeNed IIaHeThl. MHOTHE MONb30BaTeNd HE MOHUMAIOT, YTOo uHopMaius,
pa3MeIIeHHass UMH B COIMATIBHBIX CETSIX, MOKET OBITh HalIeHA M MCIIOJIb30BaHA KEM YTOIHO, B
TOM YHUCJIE HE 0053aTeIbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH B COHAJIbHBIX CCTAX:

1. Orpanuup crnucok apy3eid. Y Tebs B Jpy3bsiX HE JOJDKHO OBITh CIIydallHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO WH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuimiail CBOI0 penmyTaiuio - IepKH €€ B YUCTOTE M 3aJaBaii cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MONH30BATENU BUAETH, YTO ThI 3arpyxaemisb? [logymail, mpexae 4eM 4To-To
OIyOJIMKOBATh, HAMMCATh U 3aTPy3UTh;

4. Ecau ThI roBopuviib € JOAbMU, KOTOPBIX HC 3HACIIb, HC I/ICHOJ'IB3yI71 CBOC PCAJIbHOC NMA
" IPYT'YIO JIMYHYIO I/IH(pOpMaLII/II/IZ HUMs, MCCTO XKHUTCJIILCTBA, MECTO yLIC6LI " IpoUce;

5. U36erait pazmemenus ¢otorpaduii B IHTepHETE, Ii€ ThI M300pakeH HA MECTHOCTH, T10
KOTOPOH MO>KHO OTIPEICTNTh TBOE€ MECTOTIOIOKEHHE;

6. HpI/I perucTpau B COIIMAILHOM CeTHu HCO6XOI[I/IMO HCIIOJIb30BAThL CJIOXKHBIC IMMApOJIH,
COCTOAIIUEC U3 6yKB n I_II/I(I)p 1 C KOJIMYCCTBOM 3HAKOB HEC MCHEC 8;

7. Jns comuanbHOM CETH, MOYTHI U JPYTUX CAUTOB HEOOXOJMMO HCIIOJIH30BATh pPa3HBIC
naponu. Torga eciau Te0si B3MIOMAIOT, TO 3JIOYMBIIIIEHHUKH TOTy4YaT JOCTYH TOJBKO K OJHOMY
MECTY, a HE BO BCE Cpa3y.

JJIeKTPOHHBbIE IeHbI'H



DNEeKTpPOHHBIC JEHBIW - ATO OYCHb YJAOOHBIN CIOCOO IUIaTeX e, OJHAKO CYIIECTBYIOT
MOIIICHHHKU, KOTOpre XOTAT HOJIy‘-H/ITB O9TU OCHBI'U.

9J'IGKTpOHHBI€ JCHBI'M IIOABHJIIMCH COBCEM HEAABHO W HMMCEHHO H3-3a O3TOrO BO MHOI'HX
rocyaapCTBax A0 CUX IMOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (PYHKIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX Pa3JIesIIoT
Ha HECKOJIbKO BHJIOB - aHOHUMHBIE U HE AHOHMMHBIE. Pa3HuIa B TOM, UTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HAeHTH(PHKAIUW [OJb30BaTesl, a B
HEaHOHHUMHBIX UACHTU(UKALIMS TT0JIH30BATENS SBISETCS 00s13aTEIbHOM.

Taroke cienyer pasnuyarh 3JCKTPOHHBIE (HUATHBIE NEHBIU (PaBHBI TOCYAapPCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUaTHBIE ICHBIU (HE paBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMH JCHbI'aMU:

1. TlpuBspku K cueTy MOOMIBHBIN TenedoH. DTO caMblii yIOOHBIH M OBICTPHINA CIIOCOO
BOCCTAHOBUTH JOCTYN K cyery. llpuBsizanHbIli TenedoH momMoxer, ecnu 3adynenib CBOU
IUIATEKHBIA ApOJIb WJIM 3aii/iellb Ha CaliT ¢ HE3HAKOMOT'0 YCTPONCTBA;

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoia Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yKe He Oy/IeT yrpoaTh OIMACHOCTh KPaXKU WJIH TIEpeXBaTa MIaTeKHOTO Mapois;

3. Beibepu cnoxublil mapoinb. [IpectynHukaM OyneT He IPOCTO yraaaTh CIOXKHBINA Mapob.
Hanexxnble maposin - 3TO Mapoiu, KOTOPbIE COAEpKaT HE MEHEe § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPOMUCHBbIE OYKBBbI, MU(PHI U HECKOIbKO CHUMBOJIOB, TaKH€ KaK 3HAK J0JIapa,
¢byHTa, BOCKJIMIIATeIbHBIN 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIC JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU M0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOILIECHHUH, KOTOpPBIE PACHPEIENSIOTCS B KOMIIBIOTEPHOH CeTH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOIUM oOpa3zom:
UMs_TOJIb30BaTesI(@uUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTcs
BO3MOXKHOCTb NepeaaBaTh (paisibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mMpaBWIIbHBIM MOYTOBBIA cepBUC. B MHTEpHETE €cTh OrpOMHBINA BBIOOD
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATh TE€M, KOTO 3HAEUIb M KTO MEPBHIN B
pEUTHUHTE;

2. He yka3piBail B JMYHOM MouTe JW4YHYyI0 HHpopMmanuio. Hampumep, nmydiie BbIOpaTh
"My3bIKanbHbIN _(panat@" win "pox2013" Bmecto "temal3";

3. HUcnonb3yil ABYX3TAMHYIO aBTOPHU3ALMIO. JTO KOrJa MOMUMO MapoJisi HY)KHO BBOJIUTH
KO/, IpUChIIaeMblil mo SMS;

4. BpiOepu CcHOXHBIM Tapoiib. JIJIsi KaXaoro MOYTOBOTO SIIUKA JOJDKEH OBITh CBOM
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTb BO3MOXKHOCTh HANMCaTh CaMOMY CBOW JIMYHBIM BOIIPOC, UCIOJB3YH 3Ty
BO3MOKHOCTE;



6. Hcrnonb3yid HECKOJBKO IOYTOBBIX SIIUMKOB. IlepBBI 111 4YaCTHOM NEPENUCKUA C
aZipecaTamMH, KOTOPBIM Thl JOBepsellb. DTO 3JIEKTPOHHBIM aapec HEe HAJO0 HCIIOJIb30BaTh NPHU
peructpanuu Ha GopymMax U caTax;

7. He oTkpbiBail (haiiibl U Ipyrue BIOXKEHUS B MUCbMaXx, Aa)Ke €CJIM OHU IMPUIIUIH OT TBOUX
npy3ei. Jlydie yro4Hu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

8. Ilociie okoH4YaHUs1 pabOTHI HAa TTOYTOBOM CEPBHUCE TEPE]l 3aKPHITUEM BKJIAJKH C CAUTOM
He 3a0y1bp HaXaTh Ha "BeiidTu".

KubepOy/uIMHT MM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymauHr - npeciieoBaHre COOOIIEHUSIMU, COACPKAIIUMU OCKOPOJIEHUS, arpeccutio,
3aIyTUBAHNE; XYJIUTAHCTBO; COLMATbHOE OOMKOTUPOBAHHME C TIOMOIMIBIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00pbOE C KNOEPOYIIMHIOM:

1. He Opocaiics B 60ii. Jlydammmii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CITM HET TOTO,
K KOMYy MOXHO O0OpaTuThCs, TO BHAyale YCIOKOMThCS. Eciau Tl HayHemb OTBeYaTh
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €1ie OOJIbINe pa30XiKellb KOH(IUKT;

2. YmpaBinsii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B CETH MHUMas. CYIJ_[CCTBYIOT CII0COOBI BBIICHHUTB, KTO CTOMT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJUTaHCKUI 00pa3 BUPTyasbHOM KU3HU. VIHTEpHET (uKcupyeT Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OYyAeT KpaiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPa30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydllIe
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOLIEHHSMH, B COIMATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUH C ONPEIETICHHBIX aJIPECOB;

8. Ecmm Tbl cBugerens kubepOyumHra. TBow JeHCTBHSA: BBICTYOUTHh IPOTUB
IIpecieioBaTes, MoKa3aTb €My, YTO €ro ACWCTBHs OLEHUBAIOTCA HETaTUBHO, NOIIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrHYecKass IOMOIIb, COOOLIUTh B3pPOCIbIM O (aKre
arpecCUBHOIO IOBEJCHUS B CETH.

MoOunbHbIi TesedoH

CoBpemenHble cMapT(OHBI U TUIAHILIETHI COEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U TElepb OHH MOTYT KOHKYpPUPOBaTh CO CTAallMOHApHBIMM KOMIIboTepamu. OJHAKO, CPEeACTB
3alUTHI IS TOJOOHBIX YCTPOMCTB MOKa OueHb Mayio. TecTMpoBaHUE U MOUCK YS3BUMOCTEH B
HUX IPOUCXOIUT HE Tak MHTeHCUBHO, Kak 1y IIK, To xe camoe kacaercs W MOOMJIBHBIX
MIPUJIOKEHUN.

CoBpeMeHHBIE MOOWIJIBHBIE Opay3epbl YK€ MPaKTUYECKH JTOTHAJIM HACTOJBHBIC aHAJIOTH,
OJIHAKO pacHMpeHre (yHKIMOHANA BJ€YeT 3a CO0O0M OOJBIIYIO CIIOKHOCTh M MEHBIIYIO
3aIIUIIIEHHOCTb.

Jlaneko He Bce MPOU3BOAMTEIM BBITYCKAIOT OOHOBJICHHS, 3aKpbIBAIOLINE KPUTUYECKUE



YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.
OcHOBHBIE COBETHI JIsl 0€30IaCHOCTH MOOMIBHOTO TesedoHa:

Hudgero He sBisieTcss mo-HacTosmeMy OecruiaTHbIM. Byns octopoxeH, Benb korga Tebe
npeyiaraloT 0eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, npexae yem oTnpaBuTh SMS, ¢hoTo nin Buaeo. Thl TOUHO 3HACIIB, TC OHH OYAYyT
B KOHEYHOM HTOre?

Heo6x0a1Mo 0OHOBIIATE ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(QOHa;
Hcnonb3yit aHTUBUPYCHBIE POTPaMMBbI 1J11 MOOUITBHBIX Telle()OHOB;

He 3arpy>1<al71 IMPUIIOKEHNA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHHU MOI'YT COACPKATH
BPCAOHOCHOE IIPpOIrpaMMHOE 06CCHC‘ICHI/IC;

[locne Toro kak Thl BBIWJEIIb C caiiTa, Ij€ BBOAWJ JIMUHYIO HH(pOpMaIUIO, 3aiiu B
HACTpOIiKu Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOil HOMEp MOOMJIBHOTO TeleOHA TOIBKO JIFOJSM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEpsiCLIb;

Bluetooth gomkeHn ObITH BBIKIIIOUEH, KOTJA Thl UM HE Mosb3yeuibcs. He 3a0biBaii nHorma
MIPOBEPSITH 3TO.

Online urpsi

COBpCMeHHI)IG OHH&ﬁH-Hl"pLI - OTO KpaCOYHBLIC, 3aXBAaTbIBAIOIIUC PA3BJICUYCHUA,
O6’BG,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK II0 BCEMY MHUDPY. I/IFpOKI/I HUCCICAYIOT JJQHHBIA UM MHp,
06HIaI-OTC5I ApYyT C APYroM, BBIIIOJIHAIOT 3adaHUA, CPpAXKAOTCA C MOHCTPAaMU MU MOJYYarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: MOKYIIAIOT AHUCK, OINIAYHMBAKOT a0OHEMEHT HIIH an/I06peTa10T
KaKue-TO OIIIIMUH.

Bce ot cpenctBa MayT Ha NOLAECpKAHUE W Pa3BUTUE WUIPHI, a TAaKXKe Ha camy
0€30I1aCHOCTh: COBEPLICHCTBYIOTCS CHCTEMBbl aBTOPU3AIlMM, BBIMTYCKAIOTCS HOBBIE MaT4U
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT OIlaCaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO MMapoOJid, Ha KOTOPOM OCHOBAHA CUCTEMaA aBTOPU3AIIUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

1. Eciin npyroii urpok BeneT cedsl MIIOXO MM CO3/aeT Tede HEeNPHUSATHOCTH, 3a0JIOKUpYH
€ro B CIIMCKE UTPOKOB;

2. [loxanyiicd aAMUHUCTPATOPaM UTPhI HA TUIOXO€ MOBEAEHUE 3TOIO UTPOKA, JKEIATEIbHO
MIPUJIOKUTB KAKUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB II0 UTPE;
5. He ycranaBnuBail HeoduuanbHble MaT4YU U MOJBL;

6. Mcnonb3yi C0XKHBIE U pa3HbIE MMAPOJIH;



7. Jaxke BO BpeMsi UIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaemb, TBOW
KOMIIBIOTEP MOTYT 3apa3uTh.

OUuIMHT WIN Kpaka JUIHbIX JAHHBIX

OObIUHON Kpakel JeHer W JOKYMEHTOB CEroJIHd YK€ HHUKOrO HE YIWBHIIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTUW 3JIOYMBINIJICHHUKH TEPEMECTHINCh B HMHTEPHET, W
MIPOJIOJDKAIOT 3aHUMATHCS " TIOOUMBIM" J1€TIOM.

Tak mosiBUIaCh HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DHUILUHT, TJIaBHAS LEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUIACHIMATIBHBIX TaHHBIX IOJb30BaTeJeH - JIOTHHOB U
naposieii. Ha anrnmiickom sizpike phishing unraercs xak ¢ummnar (ot fishing - peiOHas o,
password - mapoJib).

OcHOBHBIE COBETHI 0 O0PHOE ¢ PUIIUHTOM:

1. Crnemu 3a cBOMM akKayHTOM. Eciu ThI MO03peBaeiiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTpATOpPaM pecypca 00 3TOM KaKk MOXKHO
cKopee;

2. Wcnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-MAara3uHoOB U IMOUCKOBBIX
CHCTEM;

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoid. TakuM oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JIOYMBINJICHHUKHW ITOJYYaT JOCTYII TOJIBKO K O/JTHOMY TBOCMY HpO(i)I/IJ'IIO B C€THU, a HEC KO BCEM,

4. Ecin Tebs B3JIOMaJId, TO HeO6XOI[I/IMO npeaynpeauTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC
,I[O6aBJ'IeHI>I y T€OS B APY3biaX, O TOM, YTO Te0s B3JIOMaIn H, BOBMOXHO, OT TBOCTO HMCHH 6y,HeT
PacCblIaTHCA CIIaM U CCBLJIKKU Ha (1)I/IHII/IHFOBI)IG CaﬁTbI;

5. YcranoBu HanexHsbli napois (PIN) Ha MoOuIbHBIH TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbIBaii (aitiibl U Ipyrye BIOKEHUS B MUChMaX, JaXKe €CJIU OHU MPHUIILIA OT TBOUX
npy3eit. Jlydiie yTouyHu y HUX, OTTIPABIISIN JIM OHU Te0e 3T (aiiibl.

Hudposas penyranus

[udposas penyrauusa - 3TO HEraTHBHas WIM MO3UTUBHAs MHpOpMalus B ceTu o Telde.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeH peasibHON ku3HU. "Lludposas penyranus" - 3To TBOW MMHIK, KOTOPBIN
dopmupyercst u3 nuHdopMaIu o Tebe B UHTEPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (DHHAHCOBOE MOJIOXKEHNE, 0COOCHHOCTH XapakTepa U
pacckasbl 0 OJM3KHUX - BCE 9TO HAKAIUINBAETCS B CETH.

MHorue MmoJapOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyONMKAallMW JUYHOM MH(OpMAaIuM B
WnTepHere, HE MOHUMAas BO3MOXKHBIX MOCNIeACTBUI. Thl 1axke HE CMOXKEIlb J0raJaThCs O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MIPUUYMHON O0TKa3a IPUHATH TeOs Ha paboTy.

KommMmenTapuu, pasmenienue teoux (otorpaduii u apyrue AeMcTBUs MOTYT HE HCUE3HYTh
Jake MocJie TOro, Kak Thl UX yJalHIlb. Thl HE 3HaelIb, KTO COXPaHWII 3Ty HH(pOopMaluio, nonaia
JM OHAa B IOHMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMalOT o Tebe
OKpY’Karollue JIIOJIM, KOTOpble HAWIyT U yBUIAT 3T0. HailTu uHpOpMaIiio MHOTO JIET CITYCTS
CMOXeT JI000# - Kak U3 M0OphIX MOOYXKIEHHUH, Tak U C HaMEPEHHUEM NPHUYUHHUTH Bpea. ITO



MOKET OBITh KTO YTOJIHO.
OCHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI pemyTaluu:

1. Tlomymaii, mpekae 4eM uYTO-TO IYOJMKOBaTh W IepeaaBaTh y ceds B Ojore uiu B
COIIMAILHOM CETH,

2. B HacTpoiikax npoduiis yCTaHOBHM OTPAaHMYCHHsI HA IMPOCMOTP TBOETO MPOUIS U €ro
COAEP)KUMOTO, CIIeai ero TOJbKO "1 Ipy3en";

3. He pasmemiaili u He yka3wiBail MH()OPMAILIHIO, KOTOpPAsk MOXET KOTO-THOO OCKOPOISATH
WU OOMIKATh.

ABTOpCKOE NIPaBo

CoBpeMeHHbIe MIKOJIBHUKH - aKTUBHBIE MOJIb30BaTENN IU(poBOro npocrpaHcrsa. OgHaKo
JIAJIEKO HE BCE 3HAIOT, YTO IOJIb30BAaHUE MHOTUMH BO3MOXHOCTSIMH U(PPOBOTr0 Mupa Tpedyer
COOJIIO/ICHHS ITPAB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH "WHTEUIEKTyalbHasi COOCTBEHHOCTH" OTHOCHUTCS K pa3IMYHbIM TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HAYWHAsl C HOBBIX M300pETeHUI M 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha NpPOAYKTHl W YCIyrd, M 3aKaHuMBasg KHMramu, QotorpadusiMu, KUHOUIBMaMU U
MYy3bIKaJIbHBIMHU IPOU3BEICHUSIMMU.

ABTOpCKHE IIpaBa - 3TO paBa Ha WHTEJUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS
HayKH, JIMTEPATYpPbl U UCKyCCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAYECTBE FapaHTHH TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HampacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apa0o0TaTh Ha pe3ysibTaTax CBOEro TPyZa, NOJIYYUTh U3BECTHOCTb U MPU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa He MOKET BOCIIPOU3BOIUTH €0 IPOU3BEACHUE, PACTIPOCTPAHSTH,
nyOoJIMYHO JIEMOHCTPUPOBATh, MpPOAABATH, HWMIIOPTHPOBATH, IyCKaTb B MPOKaT, MyOJIWYHO
UCIIOJIHSATB, IOKa3bIBATh/UCIIONIHATE B AdUpe WiK pazMeniats B UHTepHeTe.

Vcnonb3oBaHue "MUpaTcKoro" mMporpaMMHOIO OOECIeYeHUs] MOXKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM 0 OJIOKMPOBKHM TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeJleranbHas nmporpamma. He cTouT Taxke 3a0bIBaTh, UTO CYILECTBYIOT JI€TalIbHbIE
u OecIIaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjie

CereBu4ok.pp - TBOM TJIABHBIM COBETYMK B CETH. 3JeCh Thl MOXEIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHHHM KPUTHUYECKOM
CUTYyaIlil OOpaTUTHCSA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHE B KOHKypcax M CTaTh CaMbIM
M (pPOBBIM TpakTaHUHOM !



